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O manpas/sieHuu UHPOpMALTUU

JlemapTaMeHT TOCYyAapCcTBEHHONH TOJUTHKM B cdepe obijero obpa3oBaHUsA
MunobOpHayku Poccum HampamiseT sl cBefileHHsA paspaboTanHble BpemeHHO
komuccuei CoBera ®esnepanuu 10 pas3BUTHIO HHOOPMAIIMOHHOIO OOIecTBa
MeTOIMYECKHEe PEeKOMEHJANNN O pas3MelleHNuH Ha WHAOOPMAIIMOHHBIX _CTEH/AX,
obUIINANBbHBIX  MHTEpHeT-calTaX W Jpyrux  uHQOPMAIMOHHBIX __pecypcax

O6[[!€O6lza3OBaTeﬂbeIX O[!FaHHBa!!HI;JI W _OpPraHOB, OCYIIECTBJAAIOINMNX YIIDABJICHUE B
cdepe O6D&30BaHI/IH, nHMGOPMAIIUHU O 06e30ImacHOM IIOBEJI€CHHNHY M HCIIOJIb3OBAHHWH CETH

'UnuTepHet".

Hupexrop [lenapramenTta
A.E.Iletpos
[Ipunoxxenue

[Tpunoxkenue. MeToamyeckre peKOMeH/IAIUN O pa3MelleHUH Ha MHHOPMAIIMOHHBIX
CTeH/1aX, 0QUIIMAIbHBIX UHTEPHET-CAUTAaxX U JIPyTUX UH(POPMALIMOHHBIX pecypcax
0011e06pa30BaTeIbHBIX OPTAaHU3ANNI U OPTaHOB, OCYIIECTBIISAIOIINX YIIPABJIEHHUE B
cdepe obpazoBanus, HGOPMANHHU O 6€30I1aCHOM NOBEAEHUH U UCIIOJIb30BAaHUH CETU
"NuTepHet"

dkcrnepramMmu U wieHamMu Bpemennout komuccuu CoBera ®Penepanii Mo pa3BUTHIO
“HOPMaIMOHHOTO 00IIIecTBa B paMKaX BBITIOJIHEHUS PEKOMEH IAIUI MapIaMeHTCKUX
crymaHuil "AKTyasbHBIE BOIPOCHI obecredeHusi OE30MMACHOCTA W PA3BUTHSA JIeTed B
nHGOPMAIIMOHHOM TpocTpaHcTBe"', KoTopbie mponutu B CoBete ®entepanuu 17 anpesist
2017 T., ObUIM pa3paboTaHbl METOAMYECKHE PEKOMEHJAIMA O pa3MeleHHH Ha
WHQOPMAIIMOHHBIX  CTeHAAX, OQUIHATBHBIX  WHTEPHET-caliTax ©  JIPYTUX
WHPOPMAIIMOHHBIX pecypcax 001eo0pa3oBaTeIbHBIX OpraHU3ali W OPraHOB,
OCYIIIECTBJIAIONINX yIIpaBjeHne B cdepe obpazoBanus, nHpopmaruu o 6e30macHOM
IOBEJICHUM W WCIOJIb30BaHUU ceTH "VHTepHer" (majlee - MeTOAMYECKHeE
PEKOMEeH/IaIHN).

Metoiueckrie peKOMEHAIUN HAIlpaBJeHbl HAa KA4YeCTBEHHOE IIOBBIIIEHUE YPOBHS
UHOPMALIMOHHOU JleATeIbHOCTU 00Ie00pa30BaTebHbIX OPTraHU3aIlUil U OPraHOB,
OCYIIECTBJIAIONIUX yIpaBieHue B cdepe oOpa3oBaHHsA, B YacTU HHGOPMHUPOBAHUA
yJanuxcs, UX pojiuTesen (3aKOHHBIX MPE/ICTABUTEJIEN) U MeAaTOTUUYECKUX PAOOTHUKOB
00 OCHOBHBIX acrneKTax HHQOPMAIUOHHOU 0€30ITaCHOCTH.

MeTroguueckue pPeKOMEHJAIUN II03BOJIAT 00Ie00pa30oBaTeIbHBIM OpPTraHU3AlUAM U
opraHaM, OCYIIECTBJISIOIIM yIIpaBjieHue B chepe 00pa3oBaHUA, aKTyaTU3UPOBATh YIKe
HCII0JIb3yeMbIe U pa3MellleHHble MH(POpMAIMOHHbIE MAaTEPUAJIBI, TAK U ITOJITOTOBUTH UX
B CJTydae UX OTCYTCTBHS C yUETOM JIyUIIUX MTPAKTUK U PEKOMEH/TaIni.

B pPaMKaxX METOANYECKUX peKOMeHZ[aIII/Iﬁ paccMaTpuBaIOTCA CIeAyI0Ire NHCTPYMEHTDI:
1. I/IH(I)OpMaHI/IOHHI)Ie CTEeH/bI;

2. opuruasbHble NHTEPHET-PECYPCHI;


https://mini.1obraz.ru/#/document/99/557521968/XA00LTK2M0/
https://mini.1obraz.ru/#/document/99/557521968/XA00LTK2M0/
https://mini.1obraz.ru/#/document/99/557521968/XA00LTK2M0/
https://mini.1obraz.ru/#/document/99/557521968/XA00LTK2M0/
https://mini.1obraz.ru/#/document/99/557521968/XA00LTK2M0/

3. cpeacraa MacCcOBOU I/IH(I)OpMaIII/II/I (IIIKOJILHI:Ie ra3€Thl, IIeJarorndyeCkue nm3Janud "
JpYTHE).

NHdopMaunOHHbIE CTEHbI

Ha wuHbOpManmoHHBIX CTeHZaXx B  00IeoOpa3oBaTeIbHbIX  OpraHU3aIUsAX,
PACIIOJIOKEHHBIX B (olie yupekIeHUi U B KaOWHEeTaX, OCHAIEHHBIX ITePCOHATBHBIMU
yCcTpoHicTBaMHM JIIA  BbIXoAa B ceTh 'IHTepHET', pEKOMEHJAyeTCs pa3MeCTUTh
nHpOpMaNMOHHbIE TAMATKH, COJiepKall[ie OCHOBHBIE COBETHI II0 0bOecleueHUuIo
“HOPMaMOHHOU 6€30IIaCHOCTH YUaIINXCA.

B mpunoxkennu NO 1 Kk MeTOANYECKUM DEKOMEHIANINAM IIpeJicTaBaeH 00pa3el] maMATKI
JUUIS pa3MelleHusA Ha UHPOPMAIlMOHHBIX CTEH/IaX.

Cpeactea maccoBom MHGopMaLmnn

B cpenmcrtBax MmaccoBout wuHGOpPMAIUKM, OPUEHTUPOBAHHBIX HA OO0yJaroIIUXCs,
PEKOMEH/IyeTCsl B TeUeHHe yueOHOTOo Tofja PeTry/IApHO Iy0InKoBaTh HHGOPMAIMOHHBIE
MaTEePUAJIBI, TIOCBAIIEHHbIE OT/IEJIPHBIM acleKkTaM MHGOPMAIMOHHON 0e301MacHOCTH, a
TaKKe pa3JINYHbIE MAMATKH 00IIIEero Xapakrepa.

B cpexncrBax waccoBou wuH(pOpManyM, OPUEHTHPOBAHHBIX Ha II€JaroruyecKyro
OOIIIeCTBEHHOCTh, PEKOMEHJYETCSI B TeYEHHE KaJEHJAPHOTO TO/a PETYJISIPHO
my0sinkoBaTh MHGOPMAIlMOHHBIE MaTepHUaJibl, MOCBAIIEHHbIE OTJEeJIbHBIM acleKTam
“HOPMaIIOHHOU 6e30macHOCTH KaK HeCOBepIIEHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3aIUi, a TakKKe pa3JIndHble TaMATKH, 0030phI
HOPMAaTUBHO-IIPABOBOTO  PEryJIMpOBaHUA JIaHHOW cdepbl u uHPOpMALUIO O
aKTyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B JAaHHOU cdepe.

B xome mnpoBemenusi EawHOro ypoka mo 0Oe3omacHOCTH B ceTu ' VIHTEpHeET'
pekoMeHayeTcs1 00ecleunTh BBIMYCK TEMAaTHYECKOTO BBIMYCKA CpEJICTBA MacCOBOM
nHGOpPMAUU JTUO0 CEPUU IMyOJTUKAIIUH, CPEAN KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE
MeponpuATUs A OOyJalInuxcs, WX poauTesed (3aKOHHBIX IPEACTaBUTENEN) U
MeZJaroruYecKoi OOIIECTBEHHOCTH.

OdvmumanbHble IHTepHeT-pecypcesbl

OO11e00pa30BaTeIbHBIM OpPraHU3AIUAM PEKOMEHYeTCcd Ha CBOUX OQUIIMATBHBIX
HHTepHeT-pecypcax  obecrieuyuth  (GQYHKIIMOHUPOBAHHE  CAMOCTOSATEIHHOTO U
CIlelaIu3upoBaHHOTO pazzena "VHdopMmanumoHHass 0e30macHOCTh', B paMKax
KOTOPOTO IIPEAYCMOTPETDh Pa3MellleHne ceAyIoNiel nHPOpMaIiu:

dopmar
N Paznen/monpaszaen MpeACTaBICHUS Coneprxanne MaTepragoB
MaTepHUasoB

JloxanbHbIE Pa3memarorcst Konuu TOKYMEHTOB, T.€.
1 HOPMATUBHBIC A4KTBHI B Komuu JOKYMCHTOB B CKaHI/IpOBaHHblf/'I BapHWaHT OOKYMCHTA,
" | chepe  obecnevenus | popmare *PDF COOTBETCTBYIOIIUNA  TpeOOBaHUSIM K

nH(OPMAITMOHHOU napamerpam CKaHUPOBAHMSI.

0€30MacHOCTH Pasmematorcs JIOKYMEHTHI,
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o0yJaromuxcs pPErIaMeHTHPYIOIIHUE OPTaHHU3aIUI0 U
paboTy ¢ TEepCOHaIbHBIMH JaHHBIMH,
IUTaHBI MEPOTIPHUATUHN 10 00ECTIEYCHHUIO
HH(pOpMaAITMOHHOM 0e301acHOCTH
00y4JarOIUXCs U IPYTHE.

[TyOauKyrOTCs aKTyajbHbIE CBEICHUS O
benepanbHBIX u pEruoHaANIbHBIX
3aKOHaX, MHUCbMAaX OPraHoOB BJIACTH M

apyrue HOPMaTHUBHO-TIPAaBOBbIE
JIOKYMEHTHI, perJaMeHTHpYIoIIne
2 HopmatusHoe Konmu noxymeHTOB B | obecrieueHue UH(POPMALIMOHHOM
" | perynupoBaHue dbopmare *PDF 0€30IaCHOCTH HECOBEPIICHHOJICTHHUX.
Honyckaercs BMECTO KO
pa3Meniarhb TUIEPCChUIKA Ha
COOTBETCTBYIOIIIME  JOKYMEHTHI  Ha
caiiTax OpraHoB TOCYAapCTBEHHOM
BJIACTH.
Pasmenarores METOANYECKHUE
Texkct Ha crpaHuIe | PEKOMEHAALMU U YKa3bIBAETCS
3 (P — caiita uHpopManus 0 MEpPOTPUSTHSIX,
3. MPOEKTax u nporpaMmax,
paboTHmKan Konuu noxkymMeHTOB B | mam
paBIICHHBIX Ha MIOBBIIIICHHUE
¢dopmare *PDF nH(OPMAIIMOHHON IPaMOTHOCTH

neaarorutdcCKux pa6OTHI/IKOB .

Pa3smemaercs nH(pOpMaIMOHHAS
namstka (Oopunoxkenue Ne 2) wu
Ka3bIBACTCS uHpopManus 0
Tekct Ha cTpaHHUIE Y (bopwmar
4. | O6yyaroumcst caiita MEPOIPHUATHSIX, IIPOEKTax 51
nporpaMMax,  HampaBJIeHHbIX  Ha
TIOBBIIIICHHUE nH(pOpMalOHHOU
IpPaMOTHOCTH 0OYYaIOIIUXCSl.
PonuTensMm (3aKOHHBIM
Texct Ha crpanune | Pazmeniaercs nH(pOpMaIMOHHAS
5. | mpencTaBUTENAM) .
caifta naMsTka (mpuwioxenne Ne 3).

o0yJaromuxcst

Pa3memaercs nHpopManus 0
PEKOMEHIYEMBIX K HCIIOIH30BAaHUIO B
yaeOHOM  mporecce  Oe30macHBIX
caiiTax, GaHHEpbI O€30MACHBIX JETCKUX
CaiToB.

Herckue Oe3omacHble | TekcT Ha CTpaHUIE
CalThI canra

Opranam, OCyIIeCTBJISIIOIIMM yIIpaBjeHHe B cdepe oOpa3oBaHUsA, PeKOMEHyeTcsl Ha
cBoux odunuasbHbIXx  HTepHeT-pecypcax  obecrieuuTh  (PYHKIIMOHHUPOBAHHE
CaMOCTOSITEJIPHOTO W CIENUAJIM3UPOBAaHHOrO  paszzena ' HMHdopMarroHHas
0e30macHOCTL"', B paMKaxX KOTOPOTO IIPEyCMOTPETh pa3MelleHrue CIIeAyIoen
nHpopManuu:
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ITaMmATKA A1 O0YyIaIOIIUXCA

00 nHPOPMAITMOHHOM 0€30IIaCHOCTH JeTel
HEJIb3

1. Bcem moaps coobmath cBO YacTHy0 nH@opMamnuoo (HacTosue uMs, (paMuIuio,
TesieOH, azpec, HOMEP IIIKOJIbI, a Tak:Ke ¢GoTOorpaduu CBOU, CBOEH CEMbU U JIpy3€eH);

2. OTKprBaTb BJIOXKE€HHDbIE (1)3.171.]'[1)1 BJIeKTpOHHOﬁ II04YThl, KOrga He 3Haellb
OTIIpAaBUTEJIA,

3. FPY61/ITI>, IpuaAnNpPaTbCA, OKa3bIBaTb JaBJICHHE - BECTH cebs1 HEBEXKJIMBO U arpeCCuBHO,

4. He pacnopszkaiics neHbraMu TBOeH ceMbu 0e3 paspelleHHs CTapIIUX - Bceraa
CIIpaIIuBail poiuTeJIeN;

5. He Bcrpeuaiicss ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEpS€IIb.

OCTOPOZXKHO

1. He Bce mumyt npaBay. Yuraemb o cebe HenpaBay B MHTepHETE - cOOOITH 006 3TOM
CBOUIM POJTUTEJISIM WJIA OTIEKYHAM;

2. [TpurnamaroT nepenuchBaThCsl, UTPATh, 0OOMEHUBATHCSA - IIPOBEPH, HET JIU TO/[BOXA;
3. He3zakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerma pacckasbiBaii B3pOcJIbIM O IpobJyieMax B CeTU - OHU Beer/ia IOMOTYT;

5. Vicrionp3yii HAaCTpOWKH OE30MACHOCTH W IPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
aKKaYHTBI B COIICETSIX U APYTUX MOPTaJIaX.

MOXKHO

1. YBakall IpyTUx NoJIb30BaTesIel;

2. [Tosp3yernibess THTEPHET-UCTOYHHUKOM - JIeJIall CCHIJIKY Ha HETO;
3. OTKpBIBaH TOJIBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. ObmaThesA 3a TOMOIIBIO B3POC/IBIM - POAUTEIH, ONEKYHbI U aIMUHUCTPAIUSA CAlTOB
BCer/ia IOMOTyT;

5. Ilpoiimu oOyuenme Ha caiite "CeTeBUYOK' © TOJYYHd IACHOPT ITU(PPOBOTO
rpakJaHuHal



NuadopMmanmnoHHass MaMATKA JAJI 00yUaroNuXCs A
pasMenieHUA Ha oPpUIMAIbHBIX HHTEPHET-pecypcax

C KaXXZIbIM rOI0OM MOJIOZEXKU B HWHTEPHETE CTAHOBUTCA 6OJIBIJ_I6, a IIKOJIBHUKW OJHU N3
CaMbIX aKTUBHBIX I10JIb30BaTe el PyHeTa. Mexc,zly TE€M, IOMHMO OTPOMHOTO KOJIMYECTBA
BOBMO}KHOCTGI‘/JI, HHTEPHET HECET U l'IpO6J'I€MI>I. dTa mamsaTKa JAO0JI2DKHAa ITIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KoMmnbroTepHbIE€ BUPYCHI

KoMmmplOTepHBI  BUpyC - 5TO Pa3HOBUAHOCTh KOMIIBIOTEDHBIX IPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHI0O KOTOPOM fABJISIETCA CHOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHI MOTYT IOBPEAUTH WJIA IOJHOCTHIO YHHYTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIBHBIE IIOJH30BATEN0, OT HMMEHU KOTOPOro ObLia
3allyllleHa 3apakeHHas IporpaMMa, a TaKKe IOBPEJUTh WU JaKe YHUUYTOXKHUTH
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHu (aiilaMu B I[eJIoM. B OOJIBIIMHCTBE CIIyvaeB
PacCIpOCTPaHSIOTCA BUPYCHI Yepe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPaMM:

1. Mcnionip3yli coBpeMeHHble OllepallMOHHbIe CHCTEeMbI, UMEIOIIlie cepbe3HbI YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaMM;

2. [TocrosgHHO ycraHaBiuBai mavt (IU@POBBIE 3aIIATKHA, KOTOPBHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCA C IEJbI0 JOPAaOOTKU IPOrpaMMbl) M JIpyrhe OOHOBJIEHHs CBOEU
omepanuoHHOU cucteMbl. CKaumBall UX TOJIPKO € OPUIIMATBHOTO calTa pa3zpaboTumka
OC. Eciu cymiecTByeT peskKiuM aBTOMATHYECKOTO OOHOBJIEHH S, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE II0J IIpaBaMU II0JIb30BATEJIA, 4 HE aAMUHHCTpaTOopAa.
9TO He MO3BOJIUT 60]II>II_II/IHCTBy BPE€AOHOCHBIX IIPOTpaMM HHCTA/IJIMPOBATbHCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Mlcrionib3yli aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKTHI U3BECTHBIX IIPOU3BOUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GpU3UIECKUH I0CTYN K KOMIOBIOTEPY /18 HIOCTOPOHHUX JIUIL;

6. Mcnosp3yiil BHellIHNE HOCUTEeIU UH(pOpMaIuy, Takue Kak (elika, AUCcK Wwin Qaia
U3 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMObIOTEpHBIE (ailbl, MOJyueHHbIEe U3 HEHA/eXKHBIX UCTOYHHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIE IPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HETO, OTIIPABJIA
JIN OH Tebe uX.

Certu WI-FI

Wi-Fi - 5T0 He BUj Nlepefaum JJAaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIIb OpeH ], MapkKa.
Eme B 1991 roay HujepsaHjickas KOMIIaHUA 3aperucrpupoBaia bpena "WECA", urto
oboszHauasio cymoBocoueranue "Wireless Fidelity", xoropslii mepeBoauTcs Kak
"GecrpoBOIHAS TOYHOCTD .

Jlo Hamiero BpeMeHHW olUIia apyrasg abOpeBuatrypa, KOTopas SIBJISETCS TAKOU JKe
TexHosiorueii. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JJaHO C HAMEKOM Ha



CTaH/ZIApT BbICIIEH 3ByKOoBOW TexHuku Hi-Fi, uTo B mepeBosie o3HayaeT "BbICOKas
"
TOYHOCTH .

Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeISAX U adPOIOPTax ABJISIETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOrue 3KCHEPThl CUMTAKOT, UYTO
obmenocrymabie Wi-Fi cetu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PAbOTHI B 00IIEAOCTYIIHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo JimuHy0 uWHMoOpManuio depeld obmeaoctymable Wi-Fi certu.
PaboTasi B HUX, JKeJIaTeJIbHO He BBOJIUTH MAPOJIU 0CTYIIA, JIOTHHBI U KaKHe-TO HOMepa;

2. Vcnosp3yit 1 0OHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThbI
obe3omacuIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonws3oBanum Wi-Fi otkaoun ¢ynknuio "OOmuit moctyn k daitiaMm u
npuHTepam". J[laHHas GYHKIOUA 3aKphiTa 10 YMOJTYaHHIO, OJHAKO HEKOTOPbIE
MI0JIb30BATEIN aKTUBUPYIOT €€ /1 y/I00CTBa MCIIOIb30BaHUA B paboTe Win yueoe;

4. He ucnonp3yit mybamunsiii WI-FI 14 mepeziaum JIMIHBIX TAaHHBIX, HAIPUMED IS
BBIX0/]a B COIMAJIBHBIE CETH UJIU B 3JIECKTPOHHYIO II0UTY;

5. Ucnonp3yl Tospko 3amuineHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-azpeca BBoaU UMeHHO "https://";

6. B wmobunbHOM Tenedone otkmoun ¢yaknuoo Ilogkaouenue k  Wi-Fi
aBToMmaTuuecku'. He somyckaifi aBTOMaTHYECKOTO MOAKIIOUEHHs YCTPOHUCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacusi.

ConunajibHBIE CETU

ConmanpHble CETH aKTUBHO BXOJAT B HAIIY KU3Hb, MHOTHE JIIOJIU PabOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3apeructpupoBaH MUJLTUAD], YETIOBEK, UTO SIBJISIETCS
OZTHOU CeIbMOU BceX JKHUTeJiel IIaHeThbl. MHOrue moJb30BaTesI He NMOHUMAIOT, UTO
nHdopmanus, pasMelleHHass WMHU B COIIMAIBHBIX CETAX, MOXKET ObITh HalJleHa U
HCII0JIb30BaHAa KeM YTO/IHO, B TOM YucJjle He 00A3aTeJIbHO ¢ 0JIaruMU HaMepeHUAMU.

OcCHOBHBIE COBETHI 110 O€30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHuYb CHUCOK Jipy3eidl. ¥ TeOs B APy3bsX HE JO/DKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinai cBO YacTHyIO ku3Hb. He ykaswiBail maposu, TesedOHBI, ajipeca, J1aTy
TBOEr0 POXKJEHUS U [APYIyI0 JHUUYHYI0 WHQOpManuioo. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOM POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulo - IEPKU ee B YHCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEN BUJIEJIH, UTO ThHI 3arpyskaenib? [logymai, mpexae yeM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecsim ThI TOBOpUIIB C JIIOJIBMU, KOTOPBIX He 3Haelllb, HE UCIIOJIb3yH CBOE peayibHOe
UMs U JPYTYIO JTUUHYI0 HHQOPMALNU: UM, MECTO KUTEIbCTBA, MECTO yUeObl U IIpoyee;

5. 1306eraii pasmerenus pororpaduii B IHTEpHETE, I7ie Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEJIeINTh TBOE MECTOIOJIOKEHUE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCIIOJIB30BAThb CJIOXHbIE I1apOJIn,
COCTOAIIIME U3 6}7KB u IlI/I(l)p H C KOJIMYECTBOM 3HAKOB HE MEHeEe 8;

7. IJIs1 coruasibHOM CETH, TIOUTHI U JIPYTHX CAUTOB HEOOXOMMO HCIIOJIb30BAaTh Pa3HbIE
maposin. Torga ecyin Tebs B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HEe BO BCe cpaay.

AJIEeKTPOHHBIE JE€HbI'U

ONIeKTPOHHBIE JIEHBIU - 5TO OUYE€Hb YZAOOHBIN CIOCOO TyIaTekel, OTHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEABHO W MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOIHMCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHUM (DYHKIMOHHPYIOT U O HHX YK€ IIPOIHMCAHO B 3aKOHE, IJle UX
pas/iesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE M HE aHOHMMHbBIE. PasHHIIA B TOM, YTO
AaHOHHUMHBIE - 5TO Te, B KOTODBIX paspellaercsa IMPOBOAUTh olepanuu 0e3
uaeHTUUKAIIUYA TI0JIb30BaTeNisl, a B HEAHOHUMHBIX HAeHTU(UKAIUS I10JIb30BaTE IS
ABJIAETCS 00s13aTeIbHOM.

Takske ciiefyeT pa3janyarh 3JIEKTPOHHBbIE (DHATHBIE AE€HbIU (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(HUATHBIE JIEHbI'M (HEe PaBHBI TOCYIAPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMHY JIEHb[aMMU:

1. [IpuBsKM K cueTy MOOWIbHBIN TejieOH. ITO caMbIil yAOOHBIM U OBICTPHIN CIIOCO0
BOCCTAaHOBUTH JIOCTYIH K cueTy. [[puBsA3aHHBIN TesieOH TOMOKET, ecyIu 3a0yelb CBOM
IUIATEXKHBIN TApOJIb WX 3ai/Ielh Ha CAalT ¢ HE3HAKOMOTI'O YCTPOICTBA;

2. Mcnonp3y# o/iHOpa3oBhIe maposu. Ilocjie mepexosa Ha YCUJIEHHYI0 aBTOPHU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKH WJIH ITepeXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu cioxkHBIA maposib. IIpecTymHUKaM OyZeT He MPOCTO YrafaTh CJIOXKHBIN
napoJsib. HajiexxHple maposiv - 3TO mapojid, KOTOpble coiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK /10ju1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanmpumep, $tRong!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSIEIIb.
dJIeKTPOHHAas MoYTa

DJIEKTPOHHASA IOUTA - 9TO TEXHOJIOTHUS U MPEIOCTABIsAEMbIE €10 YCJIYTH 10 MEPECHUTKE U
MOJIyYeHUIO0 3JIEKTPOHHBIX COODIIEHUI, KOTOpPhIE PACHPEAEISAIOTCA B KOMIIBIOTEPHOMN
cetu. OOBIUHO HJIEKTPOHHBIA IIOUTOBBIM AWK BBIVIAAUT CJIEAYIONUM 00pa3oM:
UMs_T0JIb30BaTeNA(@UMA_JIoMeHa. Tak:ke KpoMe Iepe/lauul IPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C 3JIEKTPOHHOU MOUYTOM:

1. Hagmo BIOpaTh MpaBUJIBHBINA TOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecIIATHBIX ITOYTOBBIX CEPBHCOB, OJIHAKO JIy4Ille JIOBEPATH TEM, KOTO 3HAaellb U KTO
MIepBBIN B PEUTUHTE;

2. He ykaspIBail B JINUHOU MOYTe JIMYHYI0 nHGOopManuio. Hampumep, jydiiie BbIOPAThH
"My3bIKaJIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temails’;



3. Mcrosp3yl IByXATAITHYI0 aBTOPU3AINI0. DTO KOT/Ia IOMHMO I1apoJisi HYy>KHO BBOJUTH
KO/I, IpUChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN Taposib. JIJIsI KaKOTO IIOYTOBOTO SINHKA JIOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX AINIUKOB. [lepBBIM Aj11 YacTHOU NEPENHCKH C
aZipecaTamu, KOTOPBIM Tl JIOBepselllb. ITO 3JIeKTPOHHBIN aJipec He HaJl0 UCI0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBall (ailibl U Jpyrue BIOKEHUs B MUChbMaX, Ja)Ke €CJIM OHU MPHUIILIH OT
TBOUX Apy3€el. JIydlille yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiibl;

8. Ilocsie okoHuaHus pabOTHl HAa MOYTOBOM CEpPBHCE Iepef] 3aKPBITUEM BKJIAJKU C
caiitoM He 3a0yZib HaOKaTh HA "BeriT".

Kuo6epOy/LTMHT WJIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOy/sutiHT - TpeciieZloBaHHE COOOIIEHUSAMHU, COZEPKAIIUMU OCKOpOJIeHus,
arpecculio, 3allyTHBaHUe; XYJUTAHCTBO; COIMAJIbHOEe OOMKOTHpOBaHHE C IOMOIIBIO
Pa3IUYHBIX UHTEPHET-CEePBUCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KNOEPOYIIIIMHTOM:

1. He 6pocatica B 60#i. Jlyumuii criocob: mOCOBETOBATHCA Kak cebs BECTH U, €CIU HET
TOT0, K KOMY MOKHO O0OpPaTUThCS, TO BHAUaJIe YCIIOKOUThCA. Ecyy Thl HaUHeNIb OTBeUaTh
0CKOpOJIEHUSAMU Ha OCKOPOJIEHN S, TO TOJIBKO ellle O0JIblile Pa30KiKelllb KOH(MIINKT;

2. Yrpasail cBoell kubepperyTaiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYIHGCTBYIOT CITI0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKaYHTOM;

4. He crouT BecTr Xy/IMTaHCKHUI 00pa3 BUPTYyaIbHOH KU3HHU. IHTEpHET (pUKCUPYET Bce
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiHe 3aTpy/IHUTETHHO;

5. CobJtro/1ali CBOIO BUPTYQIbHYIO UECTh CMOJIOAY;

6. VrHopupyél eguHUYHBIA HeratuB. OHOPa30Bble OCKOPOUTEJbHBIE COOOIIEHUS
JIydllie uiTHOPHUpoBaTh. OOBIYHO arpeccus IpeKpaliaeTcs Ha Ha4aJIbHOU CTa/IuH;

7. BaH arpeccopa. B mporpammax o6MeHa MIHOBEHHBIMH COOOIIEHUSIMU, B COITUATLHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKHUPOBKHU OTIIPABKU COODIIIEHHH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim Tl cBuzerenp KubepOysuimHra. TBOW AeHCTBHUA: BBICTYNIUTH IIPOTHUB
npecjiefoBaTess, IOKa3aTb €My, 4YTO €ero JIeHCTBUsA OIleHUBAIOTCA HETraTUBHO,
MOZIEPIKATH JKEPTBY, KOTOPOH HYKHA IICHXOJIOTHYECKAS IIOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

MoowibHBIN TeJIedOoH

CoBpemenHble cMapT¢GOHBI M IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
(dyHKIMOHAN, ¥ Temepb OHWM MOTYT KOHKYPHPOBaTh €O CTAallMOHAPHBIMHU



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI JJIA HOHO6HI)IX YCTpOﬁCTB IIOKa O4Y€Hb MaJIio.
TeCTI/IpOBaHI/Ie H IIOHUCK YHSBI/IMOCTeﬁ B HUX IMTPOHUCXOAHUT HE TAK MHTEHCHUBHO, KaK AJIA
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJ’[O)KEHPIfI.

COBpeMeHHI)Ie MOOUJILHBIE 6pay3epb1 YXKe IIpaKTHu4eCKH [JOTrHaJii HaCTOJIbHBIE
AHaJIOTH, OAHAKO paClIupPEHUE (1)}7HKIII/IOHa.T[a BJIEUET 3a cOOOU 6OJ'II)H.IYIO CJIOKHOCTDb N
MEHDbIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ’I€HI/IH, 3aKpPbIBAlOI[e€ KPUTUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJIA 6e30ImacHOCTH MOOHJIBHOTO TeJ'Ie(l)OHaZ

Hwuuero He sBJIsieTCs IO-HACTOAIIEMY OeciuiaTHBIM. Bysib OCcTOpOsKeH, Beb Korja Tebe
IpeJiyTaraloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO ILIATHbIE
yCIIyTH;

Hdymaii, npexie ueM otupaButb SMS, ¢oTo mnu Buzeo. Tel TOUHO 3Haellb, Ije OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamMo 0OHOBJIATH OMEPAIUOHHYIO CUCTEMY TBOETO CMapT(OHA;
Vcnosp3yit aHTUBUPYCHBIE ITPOTPAMMBI 7151 MOOMJIBHBIX TeJIE(DOHOB;

He 3arpyxaifi IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

[Tocsie TOoro Kak ThI BBIUJENIb C CAaWTa, IJl€ BBOJAWJ JUYHYI0 MH(OPMAIHIO, 3aiiu B
HacTpoUKku 6pay3epa u yzanm cookies;

[Tepuonyecku mpoBepsiii, Kakue IJIaTHbIE YCJIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOII HOMepP MOOHMIBHOTO TesiehOHA TOJIHKO JIIO/ISIM, KOTOPBIX THI 3HAEIIh U KOMY
Jl0Bepsellb;

Bluetooth mosxeH OBITH BBIKJIIOUEH, KOTZla ThI MM HeE IOJIb3yellbesa. He 3abbiBaid
WHOT/Ia TPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAMH-UTPBl - 39TO KpPAaCOYHble, 3axBaThIBAIOIINE pa3BJIeueHu ],
00beIMHAIONINE COTHH THICSTY YEJIOBEK 10 BceMy MUPY. ITPOKH HCCIIeIyIOT JaHHBIN UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33J]JaHUs, CPA’KAIOTCA C MOHCTPaAaMH H
MOJIy4alOT OMNBIT. 3a YZOBOJIBCTBUE OHHU IUIATAT: IOKYHAKT JUCK, OILUIaYUBAIOT
ab0HEMEHT WU IPUOOPEeTAI0T KaKUe-TO OMIIUY.

Bce oTtu cpezcrtBa uAyT Ha IOAJEp)KaHME M pa3BUTHE UIPhI, a TAKKe HA caMmy
6e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AI[UY, BBIIIYCKAIOTCA HOBBIE ITATUN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX HUIrpax CTOUT oOracaTbCAd HE€ CTOJIBKO CBOHUX COIIEPHHKOB, CKOJIBKO KpaXKu
TBOETIO I1apO0JId, Ha KOTOPOM OCHOBaHaA CHCT€Mad aBTOpHU3allU OOJIBIIINHCTBA urp.

OcHOBHBIE COBETHI IO O€30ITaCHOCTH TBOETO HUI'POBOr'0O aKKayHTa:



1. Ecytm pyroit urpok BezieT cebs1 II0X0 WJIU co3/aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxasyiica agMUHHUCTpAaTOpPaM WIPhI HA IIOXO€ IIOBEJIEHHE STOTO HWTPOKa,
JKeJIaTeJIbHO MIPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/le CKPUHOB;

3. He ykassiBaii inuHyo nHpoOpMaIuo B npodaiisie Urpsi;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIBL;

6. crionp3yii cyI0KHBIE U pPa3HBIE I1APOJIY;

7. Jla’ke BO BpeMs UTPHl HE CTOUT OTKJIIOYaTh aHTUBUpYC. Iloka Thl urpaems, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

PUINHNHT WIH Kpaxa IMIHbIX JaHHbIX

OOBIYHOHN Kpakel JeHer M JOKYMEHTOB CETOJHS YK€ HHUKOrO HE YAUBHIINL, HO C
pPa3BUTHEM WHTEPHET-TEXHOJIOTUU 3JIOYMBIIIIEHHUKH TIEPEMECTHUINCh B UHTEDHET, U
MPO0JIKAIOT 3aHUMAThCA "TIOOMMBIM " Z1€JIOM.

Tak mosiBHIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA VTN (DUIIIVHT, TJIaBHAs 1€JTb
KOTOPOTO COCTOUT B TIIOJIyYeHUU KOHQUAEHIIMATbHBIX JAHHBIX II0JIb30BaTENEN -
JIOTUHOB U napoJiei. Ha anrniickom s3bike phishing yurtaercs kak ¢umuHr (ot fishing
- ppIOHAas JI0BJIA, password - maposb).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM

1. Cnegqu 3a cBOMM akKKayHTOM. Ecjim ThI IOJ03peBaelllb, UTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOIIUTh a/IMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcrmosp3yih Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHble U pa3Hble maposu. Takum obpasoM, ecyiu Tebs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecitu Te0s1 B3s1IOMasu, TO HeOOXOAUMO IIPEIyIIPEINTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
7100aBjIeHbI Y TeOS B JIPY3bsX, O TOM, UTO TeDsI B3JIOMaJId W, BO3MOXXHO, OT TBOETO
UMeHU OyZleT pacchLIaThCs CIlaM M CChUTKHM Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBH HaJiexkHbIHN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOYU cOXpaHeHHe ImapoJis B Opaysepe;

7. He oTkpbIBall (ailnbl U Jpyrue BIOXKEHUS B MUChbMaX, Ja)Ke €CJIM OHU MPHUIILIN OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISAIN JIU OHU Tebe 3Tu (pailybl.

HudposBasa permyranusa

[{udpoBas pernyranus - 3TO HETATUBHAsI WIN MO3UTHUBHas WH(opMaIys B ceTu o Tebe.
Kommpomerupytomas uHpopManus, pa3sMelnieHHass B UHTEPHETE, MOXKET CEPhE3HBIM



00pa3oM OTpa3UThCA HAa TBOEH peasbHOH »KU3HHU. 'LludpoBas pemyranusa" - 3TO TBOU
UMUK, KOTOPBIH hopMupyercs u3 nHbopMamnuu o Tebe B HHTEPHETE.

TBoe MecTo JKUTeJIbCTBA, Yy4eObl, TBOoe (UHAHCOBOE IIOJIOKEHHEe, OCOOEHHOCTHU
XapakKTepa U paccKasbl 0 OJIU3KUX - BCe 3TO HAKAIUINBAETCA B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K IyOJIMKAIUK JTHYHOW HHGOPMAIUH B
VHTepHeTe, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUM. ThI Jla’ke HE CMOIKEIIb JI0ralaThCs
0 ToM, uTo ororpadusi, pa3MeleHHas 5 JIeT Ha3ajl, cTajia IPUYNHON 0TKa3a MPUHSITH
Tebs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBouX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh JlJa’Ke II0CJIe TOTO, KaK Thl MX yJIuIIb. Thl He 3HAENIb, KTO COXPAHWJI 3TY
nHpoOpManuoo, Ioajga JU OHAa B IOWUCKOBBIE CHCTEMBI U COXpPaHWIACh JIA OHA, a
[JIaBHOE: YTO MOAYMAIOT O Tebe OKpY»Kaloll[he JIIO/IU, KOTOpble HAWIyT U YBUJAT 3TO.
Hatiti napOopManuo MHOTO JIET CIIYCTsS CMOXKET JII0O0H - KaK U3 TOOPBIX IMTOOYKIEHUH,
TaK U ¢ HAMEePEHUEM MPUUUHUTD BpPeJ. ITO MOKET OBITH KTO YTOTHO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBON penyTaluu:

1. [Tomymaii, mpexze ueM 4To-TO IIyOJIMKOBATh U IEepefaBaTh y cedsa B Osiore WiId B
COILIMAJILHOM CETH;

2. B HacTpolikax mpoduisA yCTAHOBU OTPAHUYEHUS HA IPOCMOTP TBOETO MPOQUJIIS U €T0
COJIEP>KUMOTO, c/IeJIail ero TOJbKO "It Apy3ein’;

3. He pasmemaii u He yka3piBail ”HGOPMAIHIO, KOTOPAsk MOXKET KOT0-TM00 OCKOPOJIATH
WJIN OOMIKaTh.

ABTOpCKOE 1IPAaBO

CoBpemeHHble IIKOJBHUKU - AKTUBHBIE II0JIb30BATEIN LUQPPOBOrO MIPOCTPAHCTBA.
OpHako pJajsieko He BCe 3HAKT, YTO II0JIb30BAaHWE MHOTHMH BO3MOKHOCTSMU
udpoBOTro Mupa TpedyeT coOJII0/IEHNUS NTPAB HAa HHTEIEKTYTbHYI0 COOCTBEHHOCTbD.

TepMuH "UHTeJUIEKTyaJlbHAast COOCTBEHHOCTH' OTHOCUTCA K PA3JIUYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAOIIHMX
COOCTBEHHOCTh Ha TPOAYKTHl W YCJIYyTH, W 3aKaHYWUBAsA KHUTaMH, (ororpadpusmu,
KUHODUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEIEHUSMU.

ABTOpCKUE IIpaBa - 3TO IIpaBa Ha WHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEJeHUA
HAyKH, JINTEPATypPbl U UCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCcTBe rapaHTUH
TOTO, YTO UHTEJJIEKTYaJIbHBIN/ TBOPUECKUH TPy aBTOpa He Oy/ieT HAIPACHBIM, IACT MY
CIIpaBe/JIUBbIE BO3MOKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOETO TPYZAA, MOJIYIUTH
HU3BECTHOCTH U Ipu3HaHue. HukTo 0e3 paspelieHus: aBTopa He MOKeT BOCIIPOU3BOJUTH
ero IpousBefieHNe, PpaclIpoCTPAHATh, MYOJWYHO JEeMOHCTPUPOBATh, IPOJABATh,
UMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJUYHO HCIIOJIHATH, TOKA3hIBAThH/UCIIOTHATD B
a¢dupe win pazmemaTs B IHTEpHETE.

Hcnosnb3oBaHue '"MHUPATCKOro" MIPOTpaMMHOTO obeclieueHUs MOKET HPHUBECTH K
MHOTHM PHICKAM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBa, I7le ycTaHOBJIEHA HeJlerasbHas mporpaMmma. He cTouT Takke 3a0bIBaTh, YTO
CYIIIECTBYIOT JieTaJIbHbIe U OecIIaTHbIE IPOrPaMMbl, KOTOPble MOKHO HAaWTH B CETU.

O moprane



CereBU4OK.p - TBOU TIJIaBHBIM COBETYHMK B CeTU. 37ech Thl MOXKeIIb Y3HATb O
0€30IIaCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a NP BO3HUKHOBEHUU
KPUTHUYECKON CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe IPUHATH YYacTHE B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKAAHUHOM!



ITamaTka a1a poauTesjeid 060 HHPOPMAIMOHHON

0€e30IMaCHOCTH JAeTen

Onpenenenne TepMuHa "mWHOpMAIMOHHAA 0€30MacHOCTh JeTell” COAEPKUTCA B
denepanipHOM 3akoHe NO 436-P3 "O 3zarure jeTeid oT WHGOPMAIIUK, TPUUYNHSIONIEH
Bp€/l UX 3/I0POBBI0 W PA3BUTHIO", PETYIUPYIOIINM OTHOIIEHUS, CBA3aHHBIE C 3AIIUTON
mered OoT WH@OpMAIWK, MPUIYUHSOINIEH BpeJ HX 3[0pOBbI0 W (WIH) Pa3BUTHIO.
CorstacHO JaHHOMY 3aKOHY 'MH(pOpMAaIMOHHAsA 0e30MacHOCTh JIETEH' - BTO COCTOSIHHE
BAIUINEHHOCTH, HIPHU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIH C IPUYMHEHUEM
nHdopmanmel Bpezia ux 3710pOBbI0 U (1in) GU3UIECKOMY, ICUXUIECKOMY, TYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cmny ®enepasmbHoro 3akoHa NO 436-®3 wHopmaruen, NPUYUHSIONIEA BpeT
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABJISIETCS:

1. uHdopMaIus, 3alpelleHHas AJ1d pacIpoCcTPpaHeHUs CPeu IeTel;

2. nHGOpPMAaNKA, PAaCIPOCTPAHEHNE KOTOPOH OrPaHUYEHO CPeU JETEN OIpesieIEHHBIX
BO3PACTHBIX KAaTETOPUH.

3. Kuadopmanuu, 3anpemieHHOU Jj1 pacCIpOCTpaHeHUs cpefu JeTeld, OTHOCUTCA:

4. naopManus, MoOyKaarIias JeTell K COBEPIIEHUIO0 JEHCTBUH, MPEACTaBIIAIONINX
yIpo3y WX JKU3HU U (WIN) 370POBBIO, B T.4. IPUUYHMHEHHUIO Bpela CBOEMY 3/I0POBBIO,
caMOyOUHCTBY;

5. CIIOCOOHOCTH BBI3BATh y JIETEH >KeJaHUe YHOTPeOUTh HAPKOTHYECKHUE CPEeJICTBa,
IICUXOTPOIHbIe ¥ (WIM) OJypMaHUBAIOIIWE BeEIeCcTBa, TabayHble W3/eus,
AJIKOTOJIbHYIO M CIIMPTOCO/IEPIKAIIYI0 TPOAYKITUIO, TIMBO W HATIMTKU, U3TOTaBJIMBaeMble
Ha ero OCHOBe; NPUHATH YyyacTHe B a3apTHBIX WUIPax, 3aHUMATbCS IIPOCTUTYIIHEH,
OpOASKHUYECTBOM WJIM ITOITPOIIAaHUYECTBOM;

6. 00OCHOBBIBAIOIASA WJIM OIpPaBAbIBAMOINAA JOIMYCTUMOCTh Hacwiusd u (1im)
JKECTOKOCTU JIMO0 TOOYK/aIoas OCYIeCTB/IATh HACUJIbCTBEHHbBIE JIEHUCTBUSA IIO
OTHOIIEHHUIO K JIIOISIM U JKUBOTHBIM;

7. OTPHUIIAIONIASA CeMeHHbIe IeHHOCTH U (OpPMHUPYIOIIAs HEyBaXKEHUE K POAUTENISIM U
(i) IPpyTUM WiIeHaM CeMbU;

8. ompaBzpIBatoIIasi IPOTUBOIIPABHOE TIOBEJIEHUE;
9. cofieprKalas HelleH3yPHYI0 OpaHb;
10. cozep:karas nHGopMaIHo MopHorpaguIecKoro Xxapakrepa.

K nundopmaruu, pacnpocTpaHeHre KOTOPOU OTPAaHUYEHO CPEIU JIeTel OIpeieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uHopMaIus, mpeacTapaseMass B BUJe U300paKeHUs] WJIN OIMKCAHUS 3KEeCTOKOCTH,
¢dusmueckoro u (WIM) TIICUXWUYECKOTO HACHWJIHA, TMPECTYIUIEHUS WJIH HWHOTO
AHTHOOIIECTBEHHOTO IEeUCTBUS;

2. BBI3BIBAIOIIAA y JleTel cTpax, y:Kac WM NaHUKY, B T.U. IpeJCTaBjseMas B BHJE
n300pakeHus WIN OIMCAHUSA B YHIDKAIOUIEd 4YeJ0BeYECKOe JOCTOMHCTBO (opme
HEeHaCWJIbCTBEHHOU cMepTH, 3a00JIeBaHNsA, CAMOYOUIICTBA, HECUACTHOTO CJIy4dast, aBapuu
WU KaTacTpodbl U (MJIN) UX ITOCIIE/ICTBUM;
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3. TIpeJicTaBysieMas B BUJie N300pakeHUsI UM OIUCAHUS TIOJIOBBIX OTHOIIEHUH MEXKIY
MY>KYUHOU U KEHIITUHOU;

4. coziepkalinas OpaHHbIe cJI0Ba U BhIPaXKeHU, He OTHOCAIHecs K HelleH3ypHOU OpaHu.

C yueroMm sTOorO Bam mpeasiararorces mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PACTHBIX KaTeropui, cobJtIozieHre KOTOPBIX MMO3BOJIUT obecreunThb
nHOpMaIMOHHYI0 6€30ITaCHOCTD BAIIIUX JeTEM.

OO01mue mpaBWwia /ISl poguTesie

1. HezaBucumo ot Bo3pacta pebeHKa WCIIOJb3YHTE HIPOTPAMMHOE OOecledYeHue,
romMoraroiee GUJIBTPOBATh M KOHTPOJIHUPOBATh WH(MOPMAIUIO, HO HE IoJaranTech
MTOJTHOCTBIO Ha Hero. Bamie BHMMaHMeEe K peOEHKY - TJITAaBHBIA METO/] 3aIITUTHI.

2. Ecytu Baiit pebeHOK MMeeT akKayHT Ha OJHOM U3 COIUaTbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHUMAaTeJbHO HU3y4YUTE, KaAKyI0 HHGOPMAIUIO
IIOMENIAIOT €r0 YYaCTHUKU B CBOMX Npodmisax u Osorax, BkIOUas Qororpadpum u
BU/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JIDyTUMH CAaUTaMU CBSI3aH COI[UAJIBHBIN cepBHC Barero
pebenka. Crpanuuku Bamiero pebenka MoryT ObITh 6e30macHBIMH, HO MOTYT U
COZIEP>KATh CCHUJIKU HA He)KeJIaTeJIbHbIE U OIaCHbIE CAlThI (HAIIPUMeED, IOPHOCAUT, WU
CaiiT, Ha KOTOPOM Pyl yIIOMHHAeT HOMep COTOBOTO TeyiepoHa Bamrero pebGeHka wiam
Bamr qomarntHui aapec).

4. IToompsiiiTe Bamux gereir coobmaTs 060 BCeM CTPAaHHOM WJIM OTTAJIKUBAIOIEM U HE
CJIMIIIKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO JeJIaioT (M3-3a OmaceHusI MOTEPATD JIOCTYII
K VHTepHeTy JeTH He TOBOPAT POJHTENSIM O HpobyeMax, a TakKe MOTYT HadaTb
HCIOJIb30BaTh VIHTEpHET BHE I0OMA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBoU »ku3HU Bamiero pebenka. VIHTepecyiTech, KTO UX JAPY3bs B
W HTepHEeT TakK Ke, KaK HHTepecyeTeCch peajlbHbIMU JPy3bAMH.



